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**** START OF CHANGES ****

12.2
Mutual authentication

For authentication between NEF and an Application Function that resides outside the 3GPP operator domain, mutual authentication based on client and server certificates shall be performed between the NEF and AF using TLS.

Certificate based authentication shall follow the profiles given in 3GPP TS 33.210 [3], clause 6.2. The structure of the PKI used for the certificate is out of scope of the present document. 

**** NEXT CHANGES ****

13.5
Security capability negotiation between SEPPs

The security capability negotiation allows the SEPPs to negotiate which security mechanism to use for protecting NF service related signalling over N32. There shall be an agreed security mechanism between a pair of SEPPs before conveying NF service related signalling over N32.

When a SEPP notices that it does not have an agreed security mechanism for N32 protection with a peer SEPP or if the security capabilities of the SEPP have been updated, the SEPP shall perform security capability negotiation with the peer SEPP in order to determine, which security mechanism to use for protecting NF service related signalling over N32. Certificate based authentication shall follow the profiles given in 3GPP TS  33.210 [3], clause 6.2.. 

A mutually authenticated TLS connection as defined in clause 13.1 shall be used for protecting security capability negotiation over N32. The TLS connection shall provide integrity, confidentiality and replay protection.
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Figure 13.5-1 Security capability negotiation

The SEPP which initiated the TLS connection shall send a Registration Request message to the responding SEPP including the initiating SEPP’s supported security mechanisms for protecting the NF service related signalling over N32 (see Table 13.5-1). The security mechanisms shall be ordered in the initiating SEPP’s priority order.  

**** NEXT CHANGES ****

15.2
Mutual authentication

If a management service consumer resides outside the 3GPP operator’s trust domain, mutual authentication shall be performed between the management service consumer and the management service producer using TLS, based on either 1) the client and server certificates with the profiles given in 3GPP TS  33.210 [3], clause 6.2 or 2) pre-shared keys following RFC 4279 [56] for TLS 1.2 and RFC 8446 [60] for TLS 1.3. The structure of the PKI used for the certificates is out of scope of the present document. The key distribution of pre-shared keys for TLS is up to the operator’s security policy and out of scope of the present document. 
**** END OF CHANGES ****
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